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NEW QUESTION 457
Which two control-plane suninterface can be found in IOS_based routers that supports CPPr? (Choose two.)

A.    Rate limiting
B.    Port filtering
C.    Transit
D.    Host
E.    CoPP



Answer: CD

NEW QUESTION 458
Which two actions can you take to mitigate MAC attacks on Layer2 switches? (Choose two.)

A.    Configure the switchport-security violation shutdown command on the truck port.
B.    Enable port security to limit the number of MAC addresses on access ports.
C.    Configure the switchport port-security violation restrict command on the truck port.
D.    Configure dynamic ARP inspection on the access port.
E.    Configure dynamic ARP inspection on the access port.
F.    Configure static MAC address on the access ports.

Answer: CD

NEW QUESTION 459
Which command must you configure on a Cisco IOS XR or XE device to enable Cisco Prime Infrastructure to perform event-trigger backups?

A.    Snamp-server community
B.    Logging <server IP>
C.    Logging trap level
D.    Snamp-server host

Answer: B

NEW QUESTION 460
Which two user privileges does ASDM allow an engineer to create? (Choose two.)

A.    Read-write
B.    Full access
C.    Admin
D.    Ready-only
E.    Write-only

Answer: CD

NEW QUESTION 461
Which two tasks must you perform to configure SNMPv3 on the Cisco ASA? (Choose two.)

A.    Configure the SNMP listening port.
B.    Configure a local use with privilege to use SNMP only.
C.    Configure the local user to manage the ASA.
D.    Configure a recipient for SNMP notifications.
E.    Configure an SNMP group.

Answer: AE

NEW QUESTION 462
Which two statements about the Cisco prime Security Manager are true? (Choose two.)

A.    URL filtering is not supported.
B.    You can import existing object definitions as the basis of new policy rules.
C.    The physical appliance version and the virtual appliance version can be under the same support license.
D.    It can use AAA to identify users and handle RBAC.
E.    The primary manager handles access requests for all managed devices.

Answer: CE

NEW QUESTION 463
Which two statements about the Cisco Security Control Framework Model are true? (Choose two.)

A.    It support IDS and IPS as components of the control objective.
B.    It relies on a redundant architecture for the core enterprise infrastructure.
C.    It support multiple security actions to provide visibility and control.
D.    It focuses on device hardening and network resiliency to enhance service availability.

Answer: CD

NEW QUESTION 464
Which two statements about unified ACLs are true? (Choose two.)

A.    They are supported for SSL and IPsec.
B.    You can use the ipv6-class command to display the sequence numbers in the ACL.
C.    You can use the show running-config access-list command to display the current-list configuration.
D.    IPv6 ACE address are defined with wildcard masks instead of CIDR notation.

Answer: AD

NEW QUESTION 465
Which two statements about security context on the ASA are true? (Choose two.)

A.    Active/active failover is supported only in multiple context mode.
B.    Shared interfaces on an ASA in multiple context mode use different IP addresses to identify the correct context.
C.    Shared interfaces on an ASA in multiple context mode use different MAC addresses to identify the correct context.
D.    You must use an SSH connections or the Cisco ASDM to access the admin context.
E    Interfaces can be assigned to multiple context in transparent mode only.

Answer: AC

NEW QUESTION 466
Drag and Drop
You must configure a Cisco ASA 5500 Series as an NTP client by using authentication. (Drag and drop the configuration steps from the left into the correct order on the right.)


Answer:


NEW QUESTION 467
Which two best practices can mitigate Layer 2 attacks on the network? (Choose two.)

A.    Disabling STP on all Layer 2 network switches to mitigate ARP attacks.
B.    Configuring dynamic ARP inspection to mitigate ARP attacks.
C.    Configuring IP source guard to mitigate CAM and DHCP starvation attacks.
D.    Disabling DTP on all user access ports to mitigate VLAN hopping.
E.    Configuring port security on the trunk port to mitigate GAM and DHCP starvation attacks.

Answer: DE

NEW QUESTION 468
Which two statements about PVLANs are true? (Choose two.)

A.    They carry unidirectional traffic from one or more isolated VLANs downstream to the gateway router.
B.    They use VTP to distribute VLAN information across multiple Layer 2 network switches.
C.    They are marked with P in the output of the show vlan private-vlan command.
D.    When they span multiple Layer 2 switches, they must be configured manually on intermediary switches.
E.    They provide Layer 2 segregation, which allows multiple end devices to share the same IP subnet.

Answer: CD

NEW QUESTION 469
Which fact must consider when configure protection for the firewall management plane?

A.    If you encrypt management sessions with IPsec, SSH is unnecessary.
B.    You can run a dynamic routing processing on the management-only interface and the data interface currently.
C.    You can use the management-only command to limit an interface to in-band access only.
D.    If the no service password-recovery command is configured and you forget the password, you must factory reset the firewall.

Answer: C

NEW QUESTION 470
Which two features are supported on the Cisco Adaptive security Virtual Appliance? (Choose two.)

A.    Clustering
B.    Site-to-site
C.    High availability
D.    Etherchannel
E.    PAK-based licensing
F.    Multiple contexts

Answer: BC

NEW QUESTION 471
……
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